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Persistenza

» Database-per-Service

* CQRS: Command-Query-
Responsibility-
Segregation

Management API

[Container: NestJS / Node.js]

Data Consumer

- ) ">~ Scrive blob dati
Legge e scrive dati

Management DB

Consuma stream
telemetria  ___ Telemetry Stream

- (Subscribe) [Container: NATS JetStream]

[etStream]

(Command /
Write)
[sQu

Measures DB
Interroga dati [Container: TimescaleDB]
storici (Query /-~~~
Read)
[sQL
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Pubblica evento
(Publish)

[JetStream] Sy >

Data Consumer

[Container: Go]

Alert Stream

[Container: NATS JetStream]

Comunicazione

Consuma eventi ~

Management API

[Container: NestJS / Node.js] (Subscribe)
» Async API inter-service via NATS (+ RR
pattern)
» API REST HTTP pubbliche (+ SSE)
stoltiiiihiee‘:sjt_ert:ja‘—jr;i in___ | Data API1
API Client e e et s

[Person]

Sistema o client esterno che
consuma i dati via HTTP.

NoTIP IoT Platform

[Software System]
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CryptoSdk

| -dataService: DataApiService
-keyManager: KeyManager

(] Problema: Sempllﬁcare lntegraZIOne e | -cryptoEngine: CryptoEngine

+constructor(config: Config)

+queryMeasures(query: QueryModel): Promise <QueryResponsePage>

SViluppO per Clienti 1 +streamMeasures(query: StreamModel, signal?: AbortSignal): AsyncGenerator<PlaintextMeasure> |

+exportMeasures(query: ExportModel): AsyncGenerator<PlaintextMeasure>

° CryptOSDK lihrary, pacchetto NPM -decryptEnvelope(envelope: EncryptedEnveIope): Promise(PIainte)I(tMeasure> .
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» Servizio rappresentativo: backend
Nest]S layerizzato.
 Scelta architetturale: Layered i

Admin

Architecture + logic modules. @ (s

tRequestDto

Active
Suspended

Design patterns: _—
* Controller-Service-Persistence.

e: String
d: String[0..1]

(© Tenantscontroller @ createtenantinput
L4 L4 .
« Dependency Injection tramite
] +getTenants(): Promise<TenantsResponseDto[]>[0..%] +adminUsername: String
+createTenant(CreateTenantRequestDto): Promise<TenantsResponseDto> +adminPassword: String[0..1]

provider NestJS e constructor
injection. @
« Mapper Pattern per Entity -> Model :
-> DTO.
* Guard per policy e meccanismo
RBAC. e O
« Integration pattern: NATS Request- |
Reply per API interne tra
microservizi.

antModel[]>[0..%]
createTenant(CreateTenantInput): Promise<TenantModel>

cr
+updatedAt: String

g
le - &__

) +createTenant(CreateTenantPersistenceInput): Promise<TenantEntity>
to - i
+getTenants(): Promise<TenantEntity[]>[0..*]

~createdAt: String
-updatedAt: String
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Provisioning Service

» Microservizio di backend in Nest]JS
con architettura Layered orientata a
ports e adapters.

Design patterns:
» Scelta architetturale: Layered:

» Presentation
> Application

» Infrastructure

» Persistence

con driving ports e driven ports.
« Adapter Pattern
* Dependency Injection
» Interceptor Pattern e Exception

Filter

Q

OnboardGateway

«servicen
ProvisioningService

" +factoryvalidator: Factoryvalidator
ompleter: Pravisi

ompleter

+csrSigner: CSRSigner
+keyGenerator: AESKeyGenerator
+metrics: ProvisioningMetrics

FactoryCredentialsDto

+factoryld: string
+factoryKey: string

GatewayldentityDto

+gatewayld: string
+tenantld: string

3 Iy
«DTO» «DTO»
OnBoardRequestDto OnboardResponseDto
+credentials: FactoryCredentialsDto +certPem: string

+Csr: string
+sendFrequencyMs: number
+firmwareVersion?: string

+aesKey: string
+identity: GatewayldentityDto
+sendFrequencyMs: number

)

Auditl

«controller»
ProvisioningController

+timestamp: string
+factoryld: string

te>

+service: OnboardGateway
+logger: Logger

+sourcelp: string
+outcome: string

yid: string

O

Dta): O Dto

+0
+tenantid: string

C
7
ProvisioningCompleter

+complete(identity.

Gatewayldentity, aesKey: AESKey): Promise<void>

O

FactoryValidator

+validate(credentials: FactoryCredenti

ProvisianingMetrics

+provisioningAttempts: number
+provisioningSuccesses: number
+provisioningFailures: counter
+csrSigningDuration: Histogram
+natsvalidateDuration: Hi istogram
+natsCompleteDuration: Histogram
+natsRetries: number

Gatewayldentity

+gatewayld: sting
+tenantld: stiing

CAMaterial

+privatePem: string
+certificatePem: string

Promise<Gat

NATSProvisioningCompleter

+nClient: NATSRRClient

aes: AESKey)

NATSRRClient

+nc: NatsConnection
+imeoutMs: number
+maxRetries: number

+request(subject: string, payload: unknown): Promise<unknown=
+publish(subject: string, payload: unknown): Promise<void>

NATSFactoryValidator

+rClient: NATSRRClient

FactoryC Promise<G:
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Simulator Backend & Data Consumer

Hexagonal Architecture

Design patterns:

« Adapter Pattern

* Repository Pattern

» Strategy + Factory per i gateway
simulati

* Observer Pattern per il
decommissioning dei gateway

Scelte implementative:

* concorrenza 1l goroutine = 1 gateway

» Heartbeat tracking dei gateway e
cache lock-free di configurazione

» Batch processing e buffering

SimulatorControlService

C wuid.UUID, o

Uid.UID, cm
+InjectSensorOutier(ctx, sensorlD: uid. UUID, value: *10at6a4): erfor

+SendFrequencyMs: it
+Status; *GatewayStatus

error

enumerations
provisioningStage

StageRegister

GatewayRegistry

~workers: map{uuid]*GatewayWorkers

I Sonemarracory

+New(sensor: SimSensor, clock: Nower): Generator

AESGCMEncryptor
e ——

! Stages ~mu: sync RiMutex
| StageConnect ~store. GatewayStore
“Sensord:siing Stagestart ~provisoner: Onboarder
oo Toatse cor GatewayConnector
L | ] ~encryptor: Encryptor
~clock Nower
~cig: “Corfig
~metics: “Metics
~nunprovisoringSaga(ei, g “Smatevay):
~compensate(ctx, gw: ‘SlmGa‘eway failedAt: plov\s\omnqslage)
{Simsensors, pub sub). enon)
atenore ereGaeay(o, -Smesnayy: oror
o
SQLiteGatenaystore Fma = ot
b salDB “GetGateway(ci,d. nt4): (‘SmGatevay, erar) “Sian(ty, managementd: wid UUIDY error
~ariteMu: sync Mutex ¢  eron Stop(cux, managementid- wid UUID):ertor
» L ror) +Delete(ctx, managementiD: uid. UUIDY: erfor
SappbMigraione(c, verslo: sing): ror i, o “StopAlimou. tme.Duraton)
unMigrations i +UpdateStatus(etr, i int6d, stalus: towayState) eror
+Closeq): error d ‘version: string): erfor 1
+DeleteGateway(ct, id: int64): er
Createsenso(i ensor: Smenson: (i, )
“ListSensors(ct, gatewayiD: nea) (-SmSensor error)
+DeleteSensor(ctx, id: int64): error
+GetSensor(ctx, m int64): (*SimSensor, error) EncryptedPayload
£GetSensortySensonic,senorD: kd UV (sSimsensor, e Encypledbata: sing
pdateFrecny(cb 1 s, hecny: n): o piriiin e actesten
“aunTag siing
SineWaveGenerator
“minRange: foatea
~maxRange ‘
“periodSeconds: foat6s
StartTme: tme Time
~dock: Nower Encryptor
outierOuemide: “loats4 “+Encrypt(key: EncryptionKey, data: [Joyte): (EncryptedPayload, error)
~musync.mutex
GatewayWorker
~gu SimGatevay
SpikeGenerator Sensoriu sy RWhtutex
sensors: [FSmSensors
~minRange: float64 *Denevamvi [Generator
~maxRange: floal64 ~publisher: GatewayPublisher
«createn | “spkeFrequency: foatss o | it iassapurater
" 'sp‘k!hfé“; float64 ~closeNC: func() error
~fng: *ran ~encryptor: Enc tor
~nmher()vemde *float64 ~cloch A P
i syne mutex ol
0.+ 1 | ~done: chan struct}
«cresten Generator ~isRunning: atomic. Bool
, o “publsherClosed: atomic. Sool
¢\n|ecl()umev(value float64) siore: GatawaySio
pe—— ~commandCh: éhan IncomingCommand
©crenten “anomalyChy chan GatewayAnomalyCommand
Vel foatoa ~oulierCh: SensorOutierCommand

~outlierOverride: *loal6a
~mu: sync.mutex

UniformRandomGenerator

~mg:

~minRange: fioal64
“maxRange: foaes

—ou\hevaemde “floalsa

‘TelemetryEnvelope

+GatewaylD: string
ensori
+SensorType: string

~configCh: GatewayConfigupdate.
~aciveAnomaly: *activeAnomalyState
~anomalyCommandBuffer: JincomingCommand
~commandPumpCancel: contex CancelFunc

+AllachSensor(sensor: “SimSensor, gen: Generator): error
+Star(ci)

+Stoptimeaut; e Tme)

+IsRunning():

Leemorion(ess,

+Timestamp: ime. Time
+Keyversion: int

icker: *ime.Ticke)
~drainControlChannelsilicker: *tme.Ticker)

V- sting
+AuthTag: string

fushBueredCommands(eo)

~publishSensorD:

RCommoncaondiockee

eendSensorTamatysensa: ssimSensar, go: Generalor
a

SmSensor, payload: Encryp
comd
<erum» (e, ot dACKSiat
payload: [oye):( CommandACKStatus, “sring)
ACK I string)
~sendACK(ctx, commandID: string, status: CommandACKStatus, message: *string)
“Expred
' 1

NoTIP

NoTIP — notip.swe@gmail.com

11/13

*sting)



https://notipswe.github.io/RepoDocumentale/

Colloquio tecnico - PB

A8y i
Sro2°2 UNIVERSITA

=gl 7178 DEGLI STUDI
e @) 7S .
@ e/ DI PADOVA
LAY

Frontend

12/13

NoTIP — notip.swe@gmail.com

@) rorre


https://notipswe.github.io/RepoDocumentale/

(' N ~3/(, . .
Srtnh UNIVERSITA
DEGLI STUDI
DI PADOVA

SERS)
Ta WS

) 1]

N s
an \\\\\

@

Colloquio tecnico -

PB

Frontend

Layered Feature-Based Architecture

Design patterns:
* Interceptor Pattern HTTP

Scelte implementative:
RouteGuards per protezione rotte
State Management ibrido: Signal
Angular + Rx]JS

\ 4

@ CommandService

W commandsApi: CommandsService (generated)

© sendConfig(id: string, config: GatewayConfig): Observable<CommandStatusUpdate>

o sendFirmware(id: string, firmware: GatewayFirmware): Observable<CommandStatusUpdate>

© pollStatus(gwld: string, cmdld: string, intervalMs: number): Observable<CommandStatusUpdate>
m toCommandStatus(status: string): CommandStatus

@ GatewayDetailPageComponent

1 gateway: Signal<Gateway | null>

] sensors: Signal<Sensor[]>

0 telemetry: Signal<Array<CheckedEnvelope | ObfuscatedEnvelope>>
[0 canManage: boolean

1] isBusy: Signal<boolean>

© ngOnlnit(): void

© ngOnDestroy(): void

© submitRename(nextNameRaw: string): void

© submitConfigCommand(config: GatewayConfig): void

© submitFirmwareCommand(firmware: GatewayFirmware): void

—| © confirmDeleteGateway(): void
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